Unveiling The Pirate Part 2:
Programming Sleight Of Hand

One of the most exciting things a programmer can master is the ar
of making vour computer do weird things. Qur Bils and Pieces
section is one example of where grown men and women search
cut and publish new and improved ways to make your computer
beg for mercy. The same is lrue with most programmers who getin
the mood for some really hol protection. It is all jusl an extension of
the same idea, to make your computer perform tricks that are not
normally part of its act. This article has been wrillen Lo show you
some new and improved ways to add confusion and pain to Lhe
lives of pirates everywhere. Though not a glossary on every
method that can be achieved, it should suffice to whel your
appetite and starl you on the trek (o find some more. Proteclion
can be addicting.

A Quick Word On Compiling

Though not a subject that excites many in the programming
community, [ felt it best to discuss compiling for a few minutes, just
to let you Enow that it is still around and is prone to breakage if
attacked by the serious pirate,

Compiling a BASIC program is usually a reliable way to discourage
most hackers. Once the infamous words of COMPILED BY . . .. are
discovered, most hackers turn away. Again, there are exceptions
to this rule. Available through the bootleg community right now
are a few decompilers for the most widely used compilers. There is
one that | am guite familiar with that can decompile a compiled
program back into its original state as it was before compiling ever
took place. If vour only method of hiding protection was compil-
ing, then forget it, This ene will bare to the world whatever tricks
you were performing. A prelly low life trick, but it is extremely
ellective,

If the chances are that your program will not be too badly exposed
if decompiled, then compile to your hearts content. Just remember
that there are a number of hackers out there right now with their
decompilers, revving up their disk drives in anticipalion. Make
sure that yvour code is a little more tricky in the method used lo
check lor protection. In this way they may have to work a little
harder to achieve the same end result, if it can be dane.

POKES, Line Tricks And DOS Tricks

As Mary Poppins once stated so elegantly, "these are a few of my
favourite things.” In this | support her convictions all the way. Give
me a memory map and a computer, then stand back. It can be
quite a challenge to set my devious little mind to work on new and

improved methods 1o supercede the evil wishes of that master of
deceit, the pirate, Aar de aar Billy, have you broken that package
yel?

Below will be lound all sorts of tricks that have either been well
concealed in the past, or never thought of before. Combining
several techniques is your best defense, However vour proléction
must share space with your program. Too much pratection and
your program may run out of memory. It's up to you.

Auto Check For Protection: CHRGET

For anyone wishing to have their program automatically check for
protection, CHRGET is often found Lo be rather handy. Located at
270-387 with the PET/CBM and 573-58A on the C64/VIC, a slight
change within will allow you to reroute the CHRGET Mow 1o where
ever your protection desires. For the PET/CBM, lacations §79-478
can be modified quite effectively to include a JUMP lollowed by a
16 bit address, The same applies for locations $7C-$7E on the C64
and VIC, If you reproduce everything from these lecations down to
the end of CHRGET, and master the basic concepts of how
CHRGET works, then you are sure to be able to CHRGETize vour
protection with few snags.

There is one very large disadvantage in using CHRGET for execut-
ing vast amounts of code though. BASIC exccution will be slowed
down relative to the amount of extra code CHRGET is expecled to
execule in its quest for protection. Keep vour protection code
compact and your program won't sulfer too badly in perdormance,

Locations To POKE About With

The table on the following page is not a chart of vet undiscovered
erifices to pred about in, but a compendium of lecations in RAM
thal can really turn a computer on. Proceed below and open up a
vast new world of Iricks you can play on your yet unsuspecting
computer,

¥01 USR Function Jump

As has been explained by so many people in the past, the USR
function in BASIC can be used quite effectively to access machine
code from BASIC. By altering the jump address to where ever you
like, indirect metheds of accessing protection or plain and simple
code can be found. A 5YS to this address will also produce some
fine results, if you are so inclined. Whatever your requirements,
this vector ¢an be handy at times.
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40 Col FET &0 Col CBM C64
$0000-50002  $0000-$0002  $0310-50312
$0000-50091  $0090-$0091  $03]14-50315
$0092-50093  S0092-50093  S0316-50317
$0034-50095  $0094-350095  S0318-50319

IN/A N/A S031A-5031B
IN/A NA $031C-5031D
N/A SOOES-$00EA  $0324-50325
IN/A SO0EB-$00EC  50326-50327
N/A N/A 50328-50329
IN/A N/A $032A-5032B
IN/A N/A 50330-50331
N/A N/A 50332-50333
$0028-50029  $0028-50029  $002B-5002C
$0034-50035 $0034-$0035  $0053-50056
$O09E $00SE $00C6
IN/A $00E3 $0289
N/A N/A 50300-50301
FO3FA-S03FD  S03FA-303FD N/A

*(2 Hardware Interrupt Yector

Another name for this vector is the IRQ Yector, one that | am sure
you have seen mentioned in our Bils and Pleces section. This
veclor can be changed to point 1o whatever code you wanl
executed repealedly, like a check for protection. One peint to
remember belore performing any major operations with this vec-
tor, though. The more pre-interrupt code you have, the slower will
be the execution of normal code. An important trade off to
consider.

Another point to remember is to save the processor status and all
registers that are corrupted on the stack before any operations.

Then restore the values before transferring control back to the
system,

For 4.0 BASIC people, you have probably noticed that you cannol
use the disk drive for very much if the IRQ procedure has been
changed. Try the following trick and [ am sure you will be pleased.
Poinl the BRK interrupt vector at your code, then point the IRQ
vector at SE454. This location is a zero byte, or a BRK instruction.
With every IRQ, the machine will break, then shoot over to your
code. Clean, simple and a pretty neat trick to know. And all SAVEs
and LOADs from disk will go olf without & flaw.

One final word on the IRQ. If all else doesn't interest you then
point the normal IRQ vector 3 bytes forward lo disable the STOP
key. Pretty boring, but whal the heck, it works.

“03 Break Interrupt Vector

As mentioned above, the BRK veclor can help you oul with your
IRQ} driven wonder. Bul il also can be used lor a few other things.
Often, when Irying to break programs, break points are desired al
specific spots to check how certain aclivilies are geing. For this, a
BRK instruction will be placed in the machine code for the
program to BRK inlo the machine language menitor when encoun-

VIC 20 Description
$0000-30002 (01) USR Function Jump
§0314-350315 (02) Hardware Interrupt Veclor
$0316-30317 (03) Break Interrupl Vector
$0318-50318 (04) NMI Interrupt Yector
S031A-5031B [05) OPEN Veclor
$031C-$031D (06) CLOSE Vector
§0324-30325 (07) INPUT Yector
$0326-30327 (08) QOUTPUT Veclor
$0328-30329 (09) Test STOP Vector
$032A-£032B (10) GET Vector
$0330-50331 (1)) LOAD Link
$0332-50333 (12) SAVE Link
$002B-S002C (13) Pointer : Start Of BASIC
30055-30056 (14) Pointer : Top Of Memory
F00C6 (15) # Chars in Keyboard Buff
$0289 (16) Max Size of Keyboard Bulfer
$0300-50301 (17) Error Message Link
N/A (18) Monilor Extension Vector

tered, or back into BASIC mode with the C64 and VIC unless a
monitor is in operation. At other times, even when the program
has been protecled to the hilt, it can be made Lo crash. The first

thing that a 4.0 hacker will usually do is break into the machine
language monitor to look at the code, or save everything for later

viewing. Point the BRK inlerrupt vector ak reset:

SFD16 (L/H = 22/253) for 4.0 BASIC
SFCE2 {L/H = 226/252) for the C64 & VIC

Every lime a BRK is encountered, the computer will reset to a cold
start. Dirty pool, but why make life for a hacker easy.

#04 NMI Interrupt Vector

Hooked up to my 8032 is a little device called the break box, Jim
Butterfield and a few others have been talking of this little wonder
for years. Wilh the break bex you ¢an slop a program in its path
and go lo READY made. Or you have one more oplion, at least
with my particular model. You can break directly into the 4.0
monitor, without disturbing the program in the least. Well, for the
first action of breaking inte READY mode, there is a cure. Point the
NMI vector at reset (see above). When an attempt Is made to break
to READY mode, you will be met with a cold start of the computer.
A pretty simple way 1o deder a few hackers,

*05 OPEN Vector

This vector is only accessible by those with either the C64 or Vic
20, which is a real shame lor all the 4.0 users reading. Commodore
really had their heads screwed on straight the day they introduced
neat vectors like this. To confuse the heck out of plrates every-
where, change the meaning of OPEN within your program. Point it
al anything that you feel like, and walch the conlusion grow.
Imagine LOADing in a program with a simple:

QOPEN 5,85, " program name "
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Flip the LOAD/YERIFY flag and try it. [t scems to work. If all else
does not appeal to you, point the OPEN vector at reset when not in
use. Might never be used, but why not. S5ome hacker may use a
technique invelving the -OPEN statement, of which a cold stant
would come as a surprise,

*06 CLOSE Vector

As with the OPEN vector, the CLOSE vector is also limited to those
with either the C64 or VIC. The same techniques apply with this
vector as wiaswith the OPEN vector, so ¢loud the issue alittle when
using this one and point it lo everything but what it really is. As ]
have said before, if all else fails, point at reset while not in use.

*07 INPUT Vector

This is a favourite of mine. Place the following auto run code
somewhere in memory, and point the input vector at it once in
program mode, As long as you do not use an INPUT statement
anvwhere in vour program, this bit of code will not be executed
until you have gone back to READY mode. Once that happens, the
code is executed and your program will be re-run all over again.
Terrilic il someone is trving lo crash your program, or you don't
wanl anvone Lo see vour program crash. Keep this code in mind
when thinking about re-routing some of the ather vectors too. Just
imagine the confusion level il every move the pirate makes causes
the program lo re-run.

Another use for this vector is (o point il at resel, as L have belabaored
with every vector so far, The moment your computer goes back

into READY mode, the machine will execute aocold start, [Vs mean,
but it works,

=ex Apglo Re-Run Code For 4.0 BASIC, C64 and VIC 20 s==

conl + = &cHAT vic

ra s e qulo re-run with reset of start of basices»

lda *loval :resel start of basic to normal

sla lobas

lda #hival

sta hibas

Ida loend :resel end of program/start of variables
sla lovar
lda hiend
sta hivar
jsr clr
jsr hx
jmpcont

-resel basic and do 'dr’
Jhix chaining
sperform ‘cont’

#08 OUTPUT Vector

The OUTPUT vector is another versatile vector that can be used for
all sorts of lunclions. For every key that is pressed on the key-
hoard, the OUTPUT vector is used. For many of your disk opera-
tions, the OUTPUT vector is also used. Point this vector at the code
of your cheice, make sure that the code s not o verbose, save
and retrieve all corrupted registers on the stack, and an alternative
to CHRGET protection has been found, Those of you with PETs are
excluded [rom this ene though. It seems Commodore wasn't that
bright when the PET evolved, bul adapted later for all the others.
For all around use, this one s a pleasure to use, Few people Know
of its existence, so why not use this factor to your advantage.

*09 Test STOP Vector

Again, another point scored lor C64 & VIC users. One more vector
that the PET/CBM owners drool 1o have, This vector allows you to
disable the STOP Key:

POKE 508,239
. . .disable the RUN/STOP-RESTORE combo:
POKE 808,225

.. .0r whatever you can find to disable when rummaging about
through the code. Again, as | have mentioned earlier, develop
some really interesting code lor your proteclion, then point a
vector al it, This one is as good as you will probably find, so
consider it when looking for a new and improved vector to lake
advantage of.

#10 GET Vector

Another vector you C64 and VIC owners have over the rest of the
world, and a pretty good little beast to have on your side. As you
probably know, GET is a BASIC kevword, associated with a
command to GET characters from some device or anather, usually
the kevboard. Point this vector al some ingenious proteclion code,
and watch as the code is executed every time you attempt to GET
anything within your program. A sneaky and underhanded way to
bring a pirate to his knees, but who really cares. [ts your program,

lobas = $28 4.0 basic - low byte start of basic
loval = $01 4.0 basic - low byte value of start of basic
lobas = §2b  obd & vic
loval = 801 b4 & vie (default)
hitas = $20 4.0 basic = high byte slart of basic
hival = 804 4.0 basic = high byte value of start of basic
hibas = $2¢ 064 & vic
hival = $08  ;c64 (default)
hival = &10  vic (default)
lovar = $%2a 1.0 basic - low byte start of variable
lovar = $2d b4 & vic
hivar = $2b 4.0 basic - high byte start of variable
hivar = §2¢ 0f & vic
lcend = &8 ;4.0 basic = low byte end ol program
loendd = Sae b &vic
hiend = $ca ;4.0 basic - high byte end of program
hiend = $%al b4 & vic
clr = &h5eY ;4.0 basic - reset basic and perform ‘cr’
clr = Sabdd ol
clr = $c63D wvic
fix = $h4b6 ;1.0 basic - fix chaining
fix = $a533 o
fix = $c333 wvic
conl = $hida 4.0 basic = perform ‘conl’
conl = 5a827 b4
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sowhy not try to keep it that way.
*11 LOAD Link

Add this one to the C64/VIC resume, for the PET/CBM owners
have been left in the cold once again. Without logging a dead
horse any more than necessary, change this link address o point
elsewhere and you may be able to conluse many who peek intothe
lower recesses of your code. Use your imagination and yvou will be
surprised as to the number of tricks that can be performed with just
a few vectors and a couple of knowledgable protection routines.

*12 SAVE Link

Take a peek up above and read again, this time remembering that
wie ettt discussing o illecenl veclor, PET/CBM vwoers liave v
again been given lhe dirty end of the stick, with the Cbd & VIC
people coming out with another winner on their side. Use imagina-
lion and plenty of raw, brute spunk, and watch as the hackers fall
aside to the power of your code. Science fiction writing has always
been a secret ambition of mine.

#13 POINTER: Start Of BASIC

Executing BASIC at a different location other than normal is an
interesting way to confuse a moronic pirate. LOAID in your normal
program, change the Start of BASIC, then chain in the niext seclion
of code, Execution will be immediate, and confusion will suddenly
ran rampant. In this way, you could have numerous programs in
memory at the same lime, all stacked above each other with each
performing a specific function. Il broken, only one section would
easily be viewed. A lechnique that is rather uwnorthodox, but
logical considering the circumstances.

*14 POINTER: Top Of Memory

As most already know, lowering the top of BASIC memory will give
you a place to slore additional code where it can’t be disturbed.
Alter these pointers to anywhere you like, and you can mix a good
proportion of BASIC and machine code together in harmony.

#15 Number Of Characters In Keyboard Buffer

For some auto boot roulines, this one is terrific. A few issues back [
wrole an article about using the keyboard buffer and this location
for an easy boot technique, The technique is very fast and simple
and a pleasure to see in aclion. Once the program knows what is lo
be done, print the actions required on the screen in calculated
posilions. Poke carriage return characters (CHR3{13)) into the
kevboard buller to coincide with the screen contents, then poke
the number of characters presently in the keyboard buller into this
location. The next step is to ENID the program. The keyboard
buffer will take over lmom there o do what ever you have re-
quested. A nice sleight of hand.

*16 Maximum Size Of Keyboard Buffer

This location is one which can come in very handy. Normally set
to allow 10 characters into the buffer al a maximum, you can alter
this for any value up 1o 255, Alter this location to any value you

care before executing routines that require an input from the
keyboard, then down to O once the routine has received all that it
wants. If the program ever crashes for whatever reasan, what good
would it do anyone? The keyvboard has been effectively turned off,
thus stopping the code snoop an his tracks, Sacaky and very
reassuring o use.

#17 Error Message Link

A programmer thal | know, Brian Munshaw, developed an inge
nious methed of using this link to his advantage on the Commo-
dore 64. He has designed a fabulous graphics package, but did not
want to use CHRGET to check for his special keywords, Using
CHRGET wedges quite often slows down BASIC execulion a little
bil 1co much when heavy checking is required. Brian designed a
hittle Lol wl code Ural as poialed o Dy the vooor messaie [k,
Normal keywords will no! pencrate an error, but pretty much
everything else will, This code chuecks the érror generated to see if
it was in the range of one of the new keywords, or just an ordinary
error by some spastic pregrammer, If the eror was the new
keywaords fault, then the code will branch to the routine to handle
it. For normal errors it will jump to the normal error processing
routing. Pretty ternfic, and also a greal way to design packages that
will confuse many people. Design vour own language for your
program, and incorporate some proteclion techniques into the
language. The work required to fix your program up would be
moze han most hackers would wanlt to allocale,

#18 Monitor Extenslon Vector

This vector is used only on 4.0 BASIC machines by utilities that
extend the machine language monitor with extra commands.
Change this one to reset, $FD16, and even if you have missed a
few of the pirates spies, the moment they try to disassemble your
code, or what ever else they have planned with their extended
monitor, the computer will jump to a cold start. For two pokes, not
bad.

There are many more POKEs that are as yet still in hiding, and will
remain so for the balance of this i ssue, By stretching this anicle on
too long in this area. many olher peints would have to be skipped.
In future issues we will be printing new and improved POKEs to
add to this callection,

And now, DOS tricks and other shenanigans to lunther inflame the
botls ol irate pirates worldwide,

Playing Tricks With DOS

The disk drive should be classified bath as a tool and a tov, at least
for me. These versatile little containers of brilliance can liven up
even the dullest of days, and make 1he average program sing with
celight. Not anly can yeu tell the drive to make some pretty obluse
maneuvers, but vou can also tell the disk that it enjoys what is
happening. In this way, you can let fly with a few smoke bombs
even the most astute hacker can’t see through. This is war, so let
them have it with all you got!

Keep in mind that multiple stacking of disk protection tricks can be
ol great benefit in the final cutcome of this war,
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Change Block Count Of Files

You can physically change the block count of files on disk, and
confuse the heck out pf people who copy your files. They will
never be completely sure if they got the right file, or the complete
file, There will also be the chance that they would never look al a
small file when they are Irying to locate the main program. To
change the block counl, look in the directory track of the disk.
Held in low/high byte fashien, they are the last Iwo bytes in the
files directory entry. Anything from 0 to 65535 is acceplable.

If an easier route is desired to change the block counl, 1ake a peck
through this issue and you are bound to trip over a program | wrote
to change the block count of files, scratch protect files, and
back-up protect your disketles. Another utility, DiskMod, will help
you do the same thing, but It's as little less automatle.

Re-Direct Track & Seclor Pointers
OfF Files Back Unto Thine Self

For a bil of fun with your disk, foul up a couple of files in this way.
Files are held on disk with the first two bytes of each bleck as the
poinler to the next block of data. By changing this pointer to point
back to one of the blocks prior, copying files could be somewhat
tedious at best, A COPY command would go forever,

From program mode you could do a few things o compensate.
Read a specific section of the file in one byle at a time, then close
up the file. Or you can write 10 the disk to reset the pointers
correctly, LOAD in the program, then reset the pointers back in
your strange fashion. A hackers nightmare is born.

LOAD And SAVE Programs In A Novel Way

When preparing this anticle | was indecisive whether to let you
know this little gem of protection. The number o! perople who
know of it is a mystery to me, but [ do know it to be a carefully
guarded among those who held the secret. The purpose of our
magazine is 1o educate, so lets peek into this one and become
educated.

Program files can be saved to disk as SEQ or USR files, with the
right technique. These same files can then be LOADed back into
memory and re-execuled as PRG files.

To SAVE a program [ile as a sequential file try this:
save " (:filenames” 8

To LOAD the same program back in as a program lile:

load " 0:filename.s * .8
The file will appear on the directory as SEQ, but it will really be
PRG. To SAVE and LOAD USR hiles, substitute a ‘u’ instead of the s’
in the above examples.

Make Disk Non BACKUPable

As stated earlier, there is a program fo be found in this issue that
will perform this trick with your diskettes. [t will allow you to

protect your disk from regular duplication. Not only this, but you
cannot SCRATCH files, SAVE to the disk or RENAME any files for
all time thereafter. The only trouble is that COPYing is still
allowed, but we're working on it.

On the disk surface, there are markers called D05 Version Identifi-
ers. These little beasls tell the drive what version of DOS the
diskette was formatted on. By altering these bytes, the drive will be
fooled into believing that the disk iswrong lorit. Fora 1541/2021/
4040 disketle, the identifier is a 65 decimal, or $41. It is located on
Irack 18, sector D as the third byte from the start. Change this Lo
what ever you like, and your disk will become an alien.

On the 8050/8250 dnves, Lhe DOS Version ldentilier is localed on
track 38, with both drives using sectors 0 and 3, and the 8250 also
using sectors Gand 5. The normal byte value Is 67 decimal, or $43,
and is also the third byle from the start. Change this animal 1o
whatever you like, and walch the hackers sweal just a little more.

Now | am going to pop the bubble that was just created. While
pouring over some maps that [ have been preparing on the disk
drives, | came up with a technique to backup a backup protecied
disk. All that yvou dois tell the drive thal it really is as strange as the
disk says it is. Then you can write to the disk, SCRATCH, SAVE and
BACKUP. Perormed from within program mode, you could con-
trol just what activity is taken with your disks. The code is as
follows.

10id = ascii value of new DOS identifier

20 open 15,8,15

30 print&15, " m-w " chr¥{159)chrE(16)chrd(1)chrE{id);
40 close 15

This code works for 4040, 8050 and 8250 drives. For the others,
excuse me bul [ haven't come up with the code yet. Maybe in a
luture issue,

Change File Type On Disk

This technique, though not one that should be encouraged by
anyone but a person bent on the destruction of all hackers, is
pretty inventive to say the least, Confusing the heck out of a hacker
is exactly what the lollowing will do. Below | have prepared a chant
with disk massaging tricks.

HEX Description

$00 Unclosed DEL File (s)

501 Unclosed SEQ File (»)

$02 Unclosed PRG File ()

503 Unclosed USR File (+)

504 Unclosed REL File (*)

$80 Closed DEL File

$81 Closed SEQ File

$82 Closed PRG File

$83 Closed USR File

584 Closed REL File

$88 Closed DEL File - fouled up file type description -
copys as DEL

$89 Closed SEQ File = fouled up hile type description -
copys as SEQ
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381 Closed PRG File - fouled uwp file lvpe descnption -
copys as PRG

Clesed USR File - fouled up file tvpe description -
copyvs as LISR

Closed REL File - fouled up file type descriplion - won't
copy

Scratch Protected & Closed DEL File

Scratch Protectied & Closed SEQ File

Scratch Protecied & Closed PRG File

Serateh Protected & Closed USR File

Seratch Prolected & Closed REL File

58k
$8¢

$cll
fcl

$02
03
fcd

Bit Representations :

bit O off = DEL hle, on = 5EQ file

Lals O & L it 0 off and bit | oin = PRG file

bits 0 & 1 bit 0on and bit 1 on = USR [ile

bits 0, 1 &2 bitQolf, bit | off and bit 2 on .= REL hle

bits 3 =5 not normally used

bit & off = normal file / on = scratch protected file
bit 7 off = openfile /on = closed file

As the charts above show, there is quite a bit to be learned about
the diskette itsell. For years people have been wanting to scratch
protect their files, with the best example being teachers in scheels
with hundreds of students bent on file destruction. Commodaore,
with their typical streak of brilliance, have never bothered to tell
anvone much of anything at all. Well, files can be scratch protected
on every version of DOS so far. The trick is to set bit six of the file
type indicator on the dircclory entry of the file. Once set, a '<" will
appear 1o the right of Lhe file type, and the file cannot be scratched.
Everything else is still allowed though. Don't you think that the
time has come for Commodore to starl letting us in on the
workings of their deive units? They have never used this feature for
anything whatsoever, but they koew il was there all along, Why
couldn’t they let a few people in ontheir secrel, and maybe benefit
awhole lot of people inthe process? [ leave you to [ill in the answer
to this one.

The file type values of $59 to $8b are of special interest to me. You
could save a PRG fle to disk, then change the file tvpe description
on disk 1o anvthing from 389 to §8b. These hiles will not LOAD in
normally, but they will COPY correctly, From program mode you
could COPY the file on disk first 10 something like a USR file,
LOAD the USR file in as PRG, then SCRATCH the recently copied
flile. [t is a lot of work, but it would prove to be good armor against
the ever illustrious hacker,

Change Header And Filename
To Foul Up Directory

Filenames and headers are often not thought of lo foul up the
hacker. Most users of soltware never have to do a directory of the
disk anyway, so why not throw a few curve balls in the direclory
deparlment.

By curve ball 1 mean a few pseudo control characters. Try the
following header manipulation and [ am sure you will quickly
understand what | am getting at,

Format A Disk, With A Twist

10 fug = chrE(149) + chr3(19) + chr§{18) + chrE{147)
+ chr(15) + chr8{143)

20 open 158,15, "n0." + " +fuS+ "

30 close 15

For those of you with the CBM machines, you will benefit most
from this demonstration. Not only will this header, once viewed
through a calalog, clear the sereen, it will also set two windows at
the top lefi hand corner of the screen. In this way, once a calalog is
petformed, the keyboard will appear useless. To remedy the
situation, touch the HOME key 1wice in a row. This will clear the
windows and bring your compuler back Lo life.

The reason for the fouled up header is the first character in string
FUS, CHRS{141). On rhe kevboard you can reproduce thisone as a
capital reversed M. It is the illustrious carriage return, and allows
yvou into a whoele new world of program foul ups. I vou were to
lcok at Jim Bullerlields Super Chart, numeraus interesting charac-
ler combinations ¢can be thought up that will allow you o foul
thine hacker. Use your own special combinations of these charac-
lers, preceded always by CHRS(141] to rovally mess up flenames
on disk, REM statements in BASIC programs, and variables within
BASIC programs. You can also change the colour of program
listings with the right combo of characters. For more information
on this marvelous technique, read Jelf Goebels column this issue,
Jeff discusses methods to further protect your programs with
control characters,

Ye Olde S5tandbye

One final Irick to perform with file names is the old stand by. Look
below for a directory entry that can be yours with the right
combination of key presses.

67 “:filename prg
To get this result, yau have to SAVE the program in a little bit
different manner. Type in:

SAVE®Q: : filename” 8

. ..but press the (shift) key with the space bar between the 1wo
colans. This shilted space will ool the disk into belleving that the
filename is finished, and that it should write the balance outside of
quotes. This is due to the fact that filenames are stored on disk
padded with shifted spaces, chr3{160)'s, In case you do not already
know, 67 is an imaginary block counl. Your block count will be
whal ever size your program lakes up on disk.

And A Way And A Way And A Fife And Drum

A rather hasty departure from Lhe DOS you might feel, but quite a
bit has just been covered for your protection needs, [Lis now your
job to figure out how Dest to use the information 1 have supplied to
create your own disk protected land mines,
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Auto RUN Programs

Most programs that you find that are auto run are just too simple o
break. My favourite method to do this is 1o reset the start of BASIC
to the stack before LOADIng in the program. For 4.0 BASIC prople
try poke 41,1. Once you have LOADed mest aule runners, the
program will crash with SYNTAX ERROR? displayed prominently
on the screen, Now poke 41,4 and you can list the program. At this
point some of these programs are rather louchy o play with. Type
in 63999 then press (return). You have effectively deleted line
63999, which mosl likely doesn’t exist anyway. This will also allow
you o do whatever you like with the program [rom there on in.

This method is just too casy lor what othenwise would be a prelly
good technique, Aulo bool programs should automatically resel
Uaes slarl of BASIC Defore executing e auto run code. Jim Buiter-
fields ‘Lock Disk’, Richard Manshields “Bootlixer', and a host ol
others allow you to make your programs auto run, but they do not
reset the start of BASIC. Quite a while ago | modified Richard
Mansfields Bootfixer 1o do this, and teday | bring these mods to
you. You can find this program in Compute! Magazine of Oclober
1982, [ssue 29 on pages 170 & 172, The program is good, bul not
perfect. First, this program works only with 1541, 2031 and 4040
drives. The reason is simple, On line 100 the variable T=18. To
convert to 8050/8250 change this variable to T=38. Nexl, to
produce a better auto run code that is more difficult 1o break, enter
Lhe following lines,

475 dala 169, 1, 133, 40, 169, 4,133, 41
510fcr pb = 10510 129 : read by : pnint#15," b-p:2° .pb

Onee yvour programs have been modified with the new Boollixer,
they will be impervious to mast attacks. But do not be mislead,
There are plenty of other techniques that, while they are not as
simple, will break auto run code, Reset all your vectors to com-
puler resel on the execution of your program, and lay a few more
Iraps to confuse the hacker, and you may produce your own
version of a hacker cracker. Try tucking valuable code below
BASIC, use this code often within program mode, and the hacker
will be more prone 1o leave your program auto run. One final point
to remember before releasing vour bullet prool wonder, Fire up
your favourite wordprocessor and load in your program as a text
file. Now look closely at the garbage on the screen. Can vou gain
any knowledge from this display that would help you break your
owncode? [l your answer is no, pal vourself on the back. If nod, foul
up the program a liltle more and try again. Who knows, maybe
some hacker will respect vour efforts so much that your code will
be left alone.

Use Some Of The Other Programs In This Issue

Even if 100,000 people read this article, rest assured that this ligure
represents only a small fraction of the total number of Commodore
users world wide. Not only that, bul you also now know that il is
easicr lo protect than de-protect a program, given the right
attitude, Prolection can be fun, and with plenty of imagination and
raw courage, you might tame the savage hacker. Take the extra
measure of legal contracts, serial numbers and fine quality man-
uals, and you might win in this technological war. And lake one
final step, as explained below.

We have published quite a few articles and programs this issue to
protect your crealions, o read them with a notebook at hand. Jot
down everything that interests you, and cross reference your notes
to the pages of our magazine, Take some lime with the protection
of your program and flowchart it out carefully. Remember that
hackers often deserve their title. With careful thought and imagi-
nation you might be able to outsmart even Lhe craftiest pirate. The
hacker will try every trick that can be thought of 1o destroy your
work. Figure out how you would break your own program, then
further strengthen your defenses. But try to keep in mind that the
extra time is worth the extra revenue. If your program is poor to
begin with, all the protection in the world will not make it any
better. What ever you decide to do, be imaginative about it and
change vour metheods of attack from update to update. Just have to
keep those hackers on their toes,

Many of you will notice that quite a few tricks remain unsaid in this
article. The reason for this is simple. Not everybady is asinterestad
as you are in protection, sowhy fill an enlire [ssue with one specific
train of thoughl. In fulure issues [ intend to cover this subject
further, so wnite lo us and give us vour thoughts on the matter. We
may have gained a lew enemies, but hopefully we have also found
many new friends. The purpose of this article was not Lo harvest a
new crap of hackers world wide, but 1o educate and warn program-
mers aboul the extent of piracy taday, and how to combat it. 1 hope
that vou feel this has been accomplished.

A Final Few Swings At The Insidious Pirate

No matter how much the pirates try to justily their actions, one fact
remains, They are thieves, and are stealing from the pockets of
their fellow programmers. A theft in any other form would consti-
tute a crime, oné punishable by law. This method of theft is over
the heads of our best [egal minds, so how much legal proleclion
can we expect. The best legal protection in the world will not help
in the case of a erime that cannot be proven. Our only true hope is
to somehow unite the programmers and hackers into one, thus
eliminating the destructive element,

It would nol be a surprise if one day we find few new programs
coming onto the Commaodore scene. Why bolher spending mega
hours of time and energy in the creation of a truly fine piece of
work, only to have your just rewards stolen by an over zealous
thrill seeker. Hackers, please take my advice, Write a program that
you know will sell, protect the heck oul of it and market it. If your
hacker fniends do not get to it first you may be able to walk away
with enough profit to buy yourself a much greater thrill. Buy a
Porche and drive yourself into a [renzy. Buy anisland and become
a recluse, Buy a distillery and become permanently intoxicated.
Just buy something that will give you & greater rush than what is
expericnced by staying up all night slaring at your compuler
screen, bashing away at little tiny keys, and making 2ero profit for
yoursell and the company that you ripped off. The acceplance of
yoursell by your other high tech pirates is nice, but imagine how
nice it could be skiing in Switzerland, surfing in California, moun-
tain climbing in British Columbia, racing in Monle Carlo or doing
whatever else vou find to tickle your fancy. Drop the underground
software network and stop slealing from your friends.
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